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Exhibit E – Standard Contractual Clauses 
 

2021 EU Standard Contractual Clauses (Module 2) 
 

SECTION I 
 

Clause 1 
Purpose and scope 

 
a) The purpose of these standard contractual clauses is to ensure compliance with the 

requirements of Regulation (EU) 2016/679 of the European Parliament and of the Council of 
27 April 2016on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data (General Data Protection Regulation)1 for the 
transfer of personal data to a third country. 

b) The Parties: 
i. the natural or legal person(s), public authority/ies, agency/ies or other body/ies 

(hereinafter ‘entity/ies’) transferring the personal data, as listed in Annex I.A (hereinafter 
each ‘data exporter’), and 

ii. the entity/ies in a third country receiving the personal data from the data exporter, 
directly or indirectly via another entity also Party to these Clauses, as listed in Annex I.A 
(hereinafter each ‘data importer’) 

 
have agreed to these standard contractual clauses (hereinafter: ‘Clauses’). 
 

c) These Clauses apply with respect to the transfer of personal data as specified in Annex I.B. 
d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral 

part of these Clauses. 
 
 

Clause 2 
Effect and invariability of the Clauses 

 
a) These Clauses set out appropriate safeguards, including enforceable data subject rights and 

effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 
2016/679 and, with respect to data transfers from controllers to processors and/or processors 
to processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 
2016/679, provided they are not modified, except to select the appropriate Module(s) or to 

 
1 Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union institution or body as 
controller, reliance on these Clauses when engaging another processor (sub-processing) not subject to Regulation (EU) 2016/679 
also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 
October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, 
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 
1247/2002/EC (OJ L 295, 21.11.2018, p. 39), to the extent these Clauses and the data protection obligations as set out in the contract 
or other legal act between the controller and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are aligned. This 
will in particular be the case where the controller and processor rely on the standard contractual clauses included in Decision 
2021/915. 
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add or update information in the Appendix. This does not prevent the Parties from including 
the standard contractual clauses laid down in these Clauses in a wider contract and/or to add 
other clauses or additional safeguards, provided that they do not contradict, directly or 
indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects. 

b) These Clauses are without prejudice to obligations to which the data exporter is subject by 
virtue of Regulation (EU) 2016/679. 

 
Clause 3 

Third-party beneficiaries 
 

a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the 
data exporter and/or data importer, with the following exceptions: 

i. Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 
 
 

ii. Clause 8 – Module One: Clause 8.5 (e) and Clause 8.9(b); Module Two: Clause 8.1(b), 
8.9(a), (c), (d) and (e); Module Three: Clause 8.1(a), (c) and (d) and Clause 8.9(a), (c), (d), 
(e), (f) and (g); Module Four: Clause 8.1 (b) and Clause 8.3(b); 

iii. Clause 9 – Module Two: Clause 9(a), (c), (d) and (e); Module Three: Clause 9(a), (c), (d) and 
(e); 

iv. Clause 12 – Module One: Clause 12(a) and (d); Modules Two and Three: Clause 12(a), (d) 
and (f); 

v. Clause 13; 

vi. Clause 15.1(c), (d) and (e); 

vii. Clause 16(e); 

viii. Clause 18 – Modules One, Two and Three: Clause 18(a) and (b); Module Four: Clause 18. 
 

b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679. 
 
 

Clause 4 
Interpretation 

 
a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms 

shall have the same meaning as in that Regulation. 

b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 
2016/679. 

c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations 
provided for in Regulation (EU) 2016/679. 

 
Clause 5 

Hierarchy 
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In the event of a contradiction between these Clauses and the provisions of related agreements 
between the Parties, existing at the time these Clauses are agreed or entered into thereafter, these 
Clauses shall prevail. 
 

Clause 6 
Description of the transfer(s) 

 
The details of the transfer(s), and in particular the categories of personal data that are transferred and 
the purpose(s) for which they are transferred, are specified in Annex I.B. 
 

Clause 7 – Optional 
Docking clause 

 

a) An entity that is not a Party to these Clauses may, with the agreement of the Parties, accede to 
these Clauses at any time, either as a data exporter or as a data importer, by completing the 
Appendix and signing Annex I.A. 

b) Once it has completed the Appendix and signed Annex I.A, the acceding entity shall become a 
Party to these Clauses and have the rights and obligations of a data exporter or data importer in 
accordance with its designation in Annex I.A. 

c) The acceding entity shall have no rights or obligations arising under these Clauses from the 
period prior to becoming a Party. 

 
SECTION II – OBLIGATIONS OF THE PARTIES 

 
Clause 8 

Data protection safeguards 
 

The data exporter warrants that it has used reasonable efforts to determine that the data importer is 
able, through the implementation of appropriate technical and organisational measures, to satisfy its 
obligations under these Clauses. 
 
 
MODULE TWO: Transfer controller to processor 
 

8.1 Instructions 
 

a) The data importer shall process the personal data only on documented instructions from the 
data exporter. The data exporter may give such instructions throughout the duration of the 
contract. 

b) The data importer shall immediately inform the data exporter if it is unable to follow those 
instructions. 

 
8.2 Purpose limitation 

 
The data importer shall process the personal data only for the specific purpose(s) of the transfer, as 
set out in Annex I. B, unless on further instructions from the data exporter. 
 

8.3 Transparency 
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On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed 
by the Parties, available to the data subject free of charge. To the extent necessary to protect business 
secrets or other confidential information, including the measures described in Annex II and personal 
data, the data exporter may redact part of the text of the Appendix to these Clauses prior to sharing 
a copy, but shall provide a meaningful summary where the data subject would otherwise not be able 
to understand the its content or exercise his/her rights. On request, the Parties shall provide the data 
subject with the reasons for the redactions, to the extent possible without revealing the redacted 
information. This Clause is without prejudice to the obligations of the data exporter under Articles 13 
and 14 of Regulation (EU) 2016/679. 
 

8.4 Accuracy 
 
If the data importer becomes aware that the personal data it has received is inaccurate, or has become 
outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall 
cooperate with the data exporter to erase or rectify the data. 
 

8.5 Duration of processing and erasure or return of data 
 
Processing by the data importer shall only take place for the duration specified in Annex I.B. After the 
end of the provision of the processing services, the data importer shall, at the choice of the data 
exporter, delete all personal data processed on behalf of the data exporter and certify to the data 
exporter that it has done so, or return to the data exporter all personal data processed on its behalf 
and delete existing copies. Until the data is deleted or returned, the data importer shall continue to 
ensure compliance with these Clauses. In case of local laws applicable to the data importer that 
prohibit return or deletion of the personal data, the data importer warrants that it will continue to 
ensure compliance with these Clauses and will only process it to the extent and for as long as required 
under that local law. This is without prejudice to Clause 14, in particular the requirement for the data 
importer under Clause 14(e) to notify the data exporter throughout the duration of the contract if it 
has reason to believe that it is or has become subject to laws or practices not in line with the 
requirements under Clause 14(a). 
 

8.6 Security of processing 
 

a) The data importer and, during transmission, also the data exporter shall implement 
appropriate technical and organisational measures to ensure the security of the data, 
including protection against a breach of security leading to accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure or access to that data (hereinafter ‘personal data 
breach’). In assessing the appropriate level of security, the Parties shall take due account of 
the state of the art, the costs of implementation, the nature, scope, context and purpose(s) 
of processing and the risks involved in the processing for the data subjects. The Parties shall 
in particular consider having recourse to encryption or pseudonymisation, including during 
transmission, where the purpose of processing can be fulfilled in that manner. In case of 
pseudonymisation, the additional information for attributing the personal data to a specific 
data subject shall, where possible, remain under the exclusive control of the data exporter. In 
complying with its obligations under this paragraph, the data importer shall at least 
implement the technical and organisational measures specified in Annex II. The data importer 
shall carry out regular checks to ensure that these measures continue to provide an 
appropriate level of security. 
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b) The data importer shall grant access to the personal data to members of its personnel only to 
the extent strictly necessary for the implementation, management and monitoring of the 
contract. It shall ensure that persons authorised to process the personal data have committed 
themselves to confidentiality or are under an appropriate statutory obligation of 
confidentiality. 

c) In the event of a personal data breach concerning personal data processed by the data 
importer under these Clauses, the data importer shall take appropriate measures to address 
the breach, including measures to mitigate its adverse effects. The data importer shall also 
notify the data exporter without undue delay after having become aware of the breach. Such 
notification shall contain the details of a contact point where more information can be 
obtained, a description of the nature of the breach (including, where possible, categories and 
approximate number of data subjects and personal data records concerned), its likely 
consequences and the measures taken or proposed to address the breach including, where 
appropriate, measures to mitigate its possible adverse effects. Where, and in so far as, it is 
not possible to provide all information at the same time, the initial notification shall contain 
the information then available and further information shall, as it becomes available, 
subsequently be provided without undue delay.  

 
d) The data importer shall cooperate with and assist the data exporter to enable the data 

exporter to comply with its obligations under Regulation (EU) 2016/679, in particular to notify 
the competent supervisory authority and the affected data subjects, taking into account the 
nature of processing and the information available to the data importer. 

 
 

8.7 Sensitive data 
 
Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious 
or philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose 
of uniquely identifying a natural person, data concerning health or a person’s sex life or sexual 
orientation, or data relating to criminal convictions and offences (hereinafter ‘sensitive data’), the 
data importer shall apply the specific restrictions and/or additional safeguards described in Annex I.B. 
 

8.8 Onward transfers 
 
The data importer shall only disclose the personal data to a third party on documented instructions 
from the data exporter. In addition, the data may only be disclosed to a third party located outside 
the European Union2 (in the same country as the data importer or in another third country, hereinafter 
‘onward transfer’) if the third party is or agrees to be bound by these Clauses, under the appropriate 
Module, or if: 
 

i. the onward transfer is to a country benefitting from an adequacy decision pursuant to 
Article 45 of Regulation (EU) 2016/679 that covers the onward transfer; 

ii. the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 
Regulation of (EU) 2016/679 with respect to the processing in question; 

 
2 The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European Union’s internal 
market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection legislation, including Regulation (EU) 
2016/679, is covered by the EEA Agreement and has been incorporated into Annex XI thereto. Therefore, any disclosure by the data 
importer to a third party located in the EEA does not qualify as an onward transfer for the purpose of these Clauses. 
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iii. the onward transfer is necessary for the establishment, exercise or defence of legal claims 
in the context of specific administrative, regulatory or judicial proceedings; or 

iv. the onward transfer is necessary in order to protect the vital interests of the data subject 
or of another natural person. 

 
Any onward transfer is subject to compliance by the data importer with all the other safeguards under 
these Clauses, in particular purpose limitation. 
 

8.9 Documentation and compliance 
 

a) The data importer shall promptly and adequately deal with enquiries from the data exporter 
that relate to the processing under these Clauses. 

b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data 
importer shall keep appropriate documentation on the processing activities carried out on 
behalf of the data exporter. 

c) The data importer shall make available to the data exporter all information necessary to 
demonstrate compliance with the obligations set out in these Clauses and at the data 
exporter’s request, allow for and contribute to audits of the processing activities covered by 
these Clauses, at reasonable intervals or if there are indications of non- compliance. In 
deciding on a review or audit, the data exporter may take into account relevant certifications 
held by the data importer. 

d) The data exporter may choose to conduct the audit by itself or mandate an independent 
auditor. Audits may include inspections at the premises or physical facilities of the data 
importer and shall, where appropriate, be carried out with reasonable notice. 

e) The Parties shall make the information referred to in paragraphs (b) and (c), including the 
results of any audits, available to the competent supervisory authority on request. 

 
 

Clause 9 
Use of sub-processors 

 
MODULE TWO: Transfer controller to processor 
 

OPTION 2: GENERAL WRITTEN AUTHORISATION The data importer has the data exporter’s 
general authorisation for the engagement of sub-processor(s) from an agreed list. The data 
importer shall specifically inform the data exporter in writing of any intended changes to that 
list through the addition or replacement of sub-processors at least fourteen (14) calendar days 
in advance, thereby giving the data exporter sufficient time to be able to object to such 
changes prior to the engagement of the sub-processor(s). The data importer shall provide the 
data exporter with the information necessary to enable the data exporter to exercise its right 
to object. 
 

a) Where the data importer engages a sub-processor to carry out specific processing activities 
(on behalf of the data exporter), it shall do so by way of a written contract that provides for, 
in substance, the same data protection obligations as those binding the data importer under 
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these Clauses, including in terms of third-party beneficiary rights for data subjects.3 The 
Parties agree that, by complying with this Clause, the data importer fulfils its obligations under 
Clause 8.8. The data importer shall ensure that the sub-processor complies with the 
obligations to which the data importer is subject pursuant to these Clauses. 
 

b) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor 
agreement and any subsequent amendments to the data exporter. To the extent necessary 
to protect business secrets or other confidential information, including personal data, the data 
importer may redact the text of the agreement prior to sharing a copy. 

c) The data importer shall remain fully responsible to the data exporter for the performance of 
the sub-processor’s obligations under its contract with the data importer. The data importer 
shall notify the data exporter of any failure by the sub-processor to fulfil its obligations under 
that contract. 

d) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby 
– in the event the data importer has factually disappeared, ceased to exist in law or has 
become insolvent – the data exporter shall have the right to terminate the sub-processor 
contract and to instruct the sub-processor to erase or return the personal data. 

 
 

Clause 10 
Data subject rights 

 
 
MODULE TWO: Transfer controller to processor 
 

a) The data importer shall promptly notify the data exporter of any request it has received from 
a data subject. It shall not respond to that request itself unless it has been authorised to do so 
by the data exporter. 

 
b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data 

subjects’ requests for the exercise of their rights under Regulation (EU) 2016/679. In this 
regard, the Parties shall set out in Annex II the appropriate technical and organisational 
measures, taking into account the nature of the processing, by which the assistance shall be 
provided, as well as the scope and the extent of the assistance required. 

c) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with 
the instructions from the data exporter. 

 
 

Clause 11 
Redress 

 

 
3 This requirement may be satisfied by the sub-processor acceding to these Clauses under the appropriate Module, in accordance 
with Clause 7. 
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a) The data importer shall inform data subjects in a transparent and easily accessible format, 
through individual notice or on its website, of a contact point authorised to handle complaints. 
It shall deal promptly with any complaints it receives from a data subject. 

 
 
MODULE TWO: Transfer controller to processor 
 

b) In case of a dispute between a data subject and one of the Parties as regards compliance with 
these Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely 
fashion. The Parties shall keep each other informed about such disputes and, where 
appropriate, cooperate in resolving them. 

c) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data 
importer shall accept the decision of the data subject to: 
 

i. lodge a complaint with the supervisory authority in the Member State of his/her habitual 
residence or place of work, or the competent supervisory authority pursuant to Clause 13; 

ii. refer the dispute to the competent courts within the meaning of Clause 18. 
 
 

d) The Parties accept that the data subject may be represented by a not-for-profit body, 
organisation or association under the conditions set out in Article 80(1) of Regulation (EU) 
2016/679. 

e) The data importer shall abide by a decision that is binding under the applicable EU or Member 
State law. 

f) The data importer agrees that the choice made by the data subject will not prejudice his/her 
substantive and procedural rights to seek remedies in accordance with applicable laws. 

 
 

Clause 12 
Liability 

 
MODULE TWO: Transfer controller to processor 
 

a) Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies 
by any breach of these Clauses. 

b) The data importer shall be liable to the data subject, and the data subject shall be entitled to 
receive compensation, for any material or non-material damages the data importer or its sub-
processor causes the data subject by breaching the third-party beneficiary rights under these 
Clauses. 

c) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the 
data subject shall be entitled to receive compensation, for any material or non-material 
damages the data exporter or the data importer (or its sub- processor) causes the data subject 
by breaching the third-party beneficiary rights under these Clauses. This is without prejudice 
to the liability of the data exporter and, where the data exporter is a processor acting on 
behalf of a controller, to the liability of the controller under Regulation (EU) 2016/679 or 
Regulation (EU) 2018/1725, as applicable. 
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d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages 
caused by the data importer (or its sub-processor), it shall be entitled to claim back from the 
data importer that part of the compensation corresponding to the data importer’s 
responsibility for the damage. 

e) Where more than one Party is responsible for any damage caused to the data subject as a 
result of a breach of these Clauses, all responsible Parties shall be jointly and severally liable 
and the data subject is entitled to bring an action in court against any of these Parties. 

f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to 
claim back from the other Party/ies that part of the compensation corresponding to its/their 
responsibility for the damage. 

g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability.  
 

Clause 13 
Supervision 

 
MODULE TWO: Transfer controller to processor 
 
 

a) [Where the data exporter is established in an EU Member State:] The supervisory authority 
with responsibility for ensuring compliance by the data exporter with Regulation (EU) 
2016/679 as regards the data transfer, as indicated in Annex I.C, shall act as competent 
supervisory authority. 

[Where the data exporter is not established in an EU Member State, but falls within the 
territorial scope of application of Regulation (EU) 2016/679 in accordance with its Article 3(2) 
and has appointed a representative pursuant to Article 27(1) of Regulation (EU) 2016/679:] 
The supervisory authority of the Member State in which the representative within the 
meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex I.C, 
shall act as competent supervisory authority. 
 
[Where the data exporter is not established in an EU Member State, but falls within the 
territorial scope of application of Regulation (EU) 2016/679 in accordance with its Article 3(2) 
without however having to appoint a representative pursuant to Article 27(2) of Regulation 
(EU) 2016/679:] The supervisory authority of one of the Member States in which the data 
subjects whose personal data is transferred under these Clauses in relation to the offering of 
goods or services to them, or whose behaviour is monitored, are located, as indicated in Annex 
I.C, shall act as competent supervisory authority. 

 
b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the 

competent supervisory authority in any procedures aimed at ensuring compliance with these 
Clauses. In particular, the data importer agrees to respond to enquiries, submit to audits and 
comply with the measures adopted by the supervisory authority, including remedial and 
compensatory measures. It shall provide the supervisory authority with written confirmation 
that the necessary actions have been taken. 

 
SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES 

 
Clause 14 

Local laws and practices affecting compliance with the Clauses 
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MODULE TWO: Transfer controller to processor 
 

a) The Parties warrant that they have no reason to believe that the laws and practices in the 
third country of destination applicable to the processing of the personal data by the data 
importer, including any requirements to disclose personal data or measures authorising 
access by public authorities, prevent the data importer from fulfilling its obligations under 
these Clauses. This is based on the understanding that laws and practices that respect the 
essence of the fundamental rights and freedoms and do not exceed what is necessary and 
proportionate in a democratic society to safeguard one of the objectives listed in Article 23(1) 
of Regulation (EU) 2016/679, are not in contradiction with these Clauses. 

b) The Parties declare that in providing the warranty in paragraph (a), they have taken due 
account in particular of the following elements: 

i. the specific circumstances of the transfer, including the length of the processing chain, 
the number of actors involved and the transmission channels used; intended onward 
transfers; the type of recipient; the purpose of processing; the categories and format of 
the transferred personal data; the economic sector in which the transfer occurs; the 
storage location of the data transferred;  

 
ii. the laws and practices of the third country of destination– including those requiring the 

disclosure of data to public authorities or authorising access by such authorities – relevant 
in light of the specific circumstances of the transfer, and the applicable limitations and 
safeguards4 

iii. any relevant contractual, technical or organisational safeguards put in place to 
supplement the safeguards under these Clauses, including measures applied during 
transmission and to the processing of the personal data in the country of destination. 

 
c) The data importer warrants that, in carrying out the assessment under paragraph (b), it has 

made its best efforts to provide the data exporter with relevant information and agrees that 
it will continue to cooperate with the data exporter in ensuring compliance with these Clauses. 

d) The Parties agree to document the assessment under paragraph (b) and make it available to 
the competent supervisory authority on request. 

e) The data importer agrees to notify the data exporter promptly if, after having agreed to these 
Clauses and for the duration of the contract, it has reason to believe that it is or has become 
subject to laws or practices not in line with the requirements under paragraph (a), including 
following a change in the laws of the third country or a measure (such as a disclosure request) 
indicating an application of such laws in practice that is not in line with the requirements in 
paragraph (a).  

 
4 As regards the impact of such laws and practices on compliance with these Clauses, different elements may be considered as part 
of an overall assessment. Such elements may include relevant and documented practical experience with prior instances of requests 
for disclosure from public authorities, or the absence of such requests, covering a sufficiently representative time-frame. This refers 
in particular to internal records or other documentation, drawn up on a continuous basis in accordance with due diligence and 
certified at senior management level, provided that this information can be lawfully shared with third parties. Where this practical 
experience is relied upon to conclude that the data importer will not be prevented from complying with these Clauses, it needs to 
be supported by other relevant, objective elements, and it is for the Parties to consider carefully whether these elements together 
carry sufficient weight, in terms of their reliability and representativeness, to support this conclusion. In particular, the Parties have 
to take into account whether their practical experience is corroborated and not contradicted by publicly available or otherwise 
accessible, reliable information on the existence or absence of requests within the same sector and/or the application of the law in 
practice, such as case law and reports by independent oversight bodies.  
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f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has 
reason to believe that the data importer can no longer fulfil its obligations under these 
Clauses, the data exporter shall promptly identify appropriate measures (e.g. technical or 
organisational measures to ensure security and confidentiality) to be adopted by the data 
exporter and/or data importer to address the situation [. The data exporter shall suspend the 
data transfer if it considers that no appropriate safeguards for such transfer can be ensured, 
or if instructed by the competent supervisory authority to do so. In this case, the data exporter 
shall be entitled to terminate the contract, insofar as it concerns the processing of personal 
data under these Clauses. If the contract involves more than two Parties, the data exporter 
may exercise this right to termination only with respect to the relevant Party, unless the 
Parties have agreed otherwise. Where the contract is terminated pursuant to this Clause, 
Clause 16(d) and (e) shall apply. 

 
 

Clause 15 
Obligations of the data importer in case of access by public authorities 

 
MODULE TWO: Transfer controller to processor 
 
 

15.1 Notification 
 

a) The data importer agrees to notify the data exporter and, where possible, the data subject 
promptly (if necessary with the help of the data exporter) if it: 

i. receives a legally binding request from a public authority, including judicial authorities, 
under the laws of the country of destination for the disclosure of personal data 
transferred pursuant to these Clauses; such notification shall include information about 
the personal data requested, the requesting authority, the legal basis for the request and 
the response provided; or 

ii. becomes aware of any direct access by public authorities to personal data transferred 
pursuant to these Clauses in accordance with the laws of the country of destination; such 
notification shall include all information available to the importer. 

 
b) If the data importer is prohibited from notifying the data exporter and/or the data subject 

under the laws of the country of destination, the data importer agrees to use its best efforts 
to obtain a waiver of the prohibition, with a view to communicating as much information as 
possible, as soon as possible. The data importer agrees to document its best efforts in order 
to be able to demonstrate them on request of the data exporter. 

c) Where permissible under the laws of the country of destination, the data importer agrees to 
provide the data exporter, at regular intervals for the duration of the contract, with as much 
relevant information as possible on the requests received (in particular, number of requests, 
type of data requested, requesting authority/ies, whether requests have been challenged and 
the outcome of such challenges, etc.). 

d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the 
duration of the contract and make it available to the competent supervisory authority on 
request. 
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e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to 
Clause 14(e) and Clause 16 to inform the data exporter promptly where it is unable to comply 
with these Clauses. 

 
 

15.2  Review of legality and data minimisation 
 

a) The data importer agrees to review the legality of the request for disclosure, in particular 
whether it remains within the powers granted to the requesting public authority, and to 
challenge the request if, after careful assessment, it concludes that there are reasonable 
grounds to consider that the request is unlawful under the laws of the country of destination, 
applicable obligations under international law and principles of international comity. The data 
importer shall, under the same conditions, pursue possibilities of appeal. When challenging a 
request, the data importer shall seek interim measures with a view to suspending the effects 
of the request until the competent judicial authority has decided on its merits. It shall not 
disclose the personal data requested until required to do so under the applicable procedural 
rules. These requirements are without prejudice to the obligations of the data importer under 
Clause 14(e). 

b) The data importer agrees to document its legal assessment and any challenge to the request 
for disclosure and, to the extent permissible under the laws of the country of destination, 
make the documentation available to the data exporter. It shall also make it available to the 
competent supervisory authority on request. [For Module Three: The data exporter shall make 
the assessment available to the controller.] 

c) The data importer agrees to provide the minimum amount of information permissible when 
responding to a request for disclosure, based on a reasonable interpretation of the request.  

 
SECTION IV – FINAL PROVISIONS 

 
Clause 16 

Non-compliance with the Clauses and termination 
 

a) The data importer shall promptly inform the data exporter if it is unable to comply with these 
Clauses, for whatever reason. 

b) In the event that the data importer is in breach of these Clauses or unable to comply with 
these Clauses, the data exporter shall suspend the transfer of personal data to the data 
importer until compliance is again ensured or the contract is terminated. This is without 
prejudice to Clause 14(f). 

c) The data exporter shall be entitled to terminate the contract, insofar as it concerns the 
processing of personal data under these Clauses, where: 

i. the data exporter has suspended the transfer of personal data to the data importer 
pursuant to paragraph (b) and compliance with these Clauses is not restored within a 
reasonable time and in any event within one month of suspension; 

ii. the data importer is in substantial or persistent breach of these Clauses; or 

iii. the data importer fails to comply with a binding decision of a competent court or 
supervisory authority regarding its obligations under these Clauses. 
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In these cases, it shall inform the competent supervisory authority [for Module Three: and the 
controller] of such non- compliance. Where the contract involves more than two Parties, the 
data exporter may exercise this right to termination only with respect to the relevant Party, 
unless the Parties have agreed otherwise. 

 
d) Personal data that has been transferred prior to the termination of the contract pursuant to 

paragraph (c) shall at the choice of the data exporter immediately be returned to the data 
exporter or deleted in its entirety. The same shall apply to any copies of the data. 

e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European 
Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that 
covers the transfer of personal data to which these Clauses apply; or (ii) Regulation (EU) 
2016/679 becomes part of the legal framework of the country to which the personal data is 
transferred. This is without prejudice to other obligations applying to the processing in 
question under Regulation (EU) 2016/679. 

 
 

Clause 17 
Governing law 

 
MODULE TWO: Transfer controller to processor 
 
These Clauses shall be governed by the law of the EU Member State in which the data exporter is 
established. Where such law does not allow for third-party beneficiary rights, they shall be governed 
by the law of another EU Member State that does allow for third-party beneficiary rights. The Parties 
agree that this shall be the law of the Republic of Ireland.  

 
 

Clause 18 
Choice of forum and jurisdiction 

 
MODULE TWO: Transfer controller to processor 
 

a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State. 
b) The Parties agree that those shall be the courts of the Republic of Ireland. 
c) A data subject may also bring legal proceedings against the data exporter and/or data 

importer before the courts of the Member State in which he/she has his/her habitual 
residence. 

d) The Parties agree to submit themselves to the jurisdiction of such courts.
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2010 EU Standard Contractual Clauses 

Commission Decision C(2010)593 
Standard Contractual Clauses (processors) 

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors 
established in third countries which do not ensure an adequate level of data protection 

Name of the data exporting organisation: Customer, as defined in the Agreement 

Address: The Customer’s address included in the Agreement. 

Tel.: The Customer’s phone number included in the Agreement.; fax: The Customer’s fax included in 
the Agreement; e-mail: The Customer’s email included in the Agreement 

Other information needed to identify the organisation: N/A 
(the data exporter) 

And 

Name of the data importing organisation:Cendyn Group, LLC 

Address: 980 N. Federal Highway, 2nd Floor, Boca Raton, FL 33432, United States of America 

Tel.: +1 561-750-3173; e-mail: dpo@cendyn.com 

Other information needed to identify the organisation:N/A 
(the data importer) 

each a “party”; together “the parties”, 

HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate 
safeguards with respect to the protection of privacy and fundamental rights and freedoms of 
individuals for the transfer by the data exporter to the data importer of the personal data specified 
in Appendix 1.  

mailto:dpo@cendyn.com
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Clause 1  

Definitions 

For the purposes of the Clauses: 

(a) 'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 
'data subject' and 'supervisory authority' shall have the same meaning as in Directive 
95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection 
of individuals with regard to the processing of personal data and on the free movement of such 
data5; 

(b) 'the data exporter' means the controller who transfers the personal data; 

(c) 'the data importer' means the processor who agrees to receive from the data exporter 
personal data intended for processing on his behalf after the transfer in accordance with his 
instructions and the terms of the Clauses and who is not subject to a third country's system 
ensuring adequate protection within the meaning of Article 25(1) of Directive 95/46/EC; 

(d) 'the subprocessor' means any processor engaged by the data importer or by any other 
subprocessor of the data importer who agrees to receive from the data importer or from 
any other subprocessor of the data importer personal data exclusively intended for 
processing activities to be carried out on behalf of the data exporter after the transfer in 
accordance with his instructions, the terms of the Clauses and the terms of the written 
subcontract; 

(e) 'the applicable data protection law' means the legislation protecting the fundamental rights 
and freedoms of individuals and, in particular, their right to privacy with respect to the 
processing of personal data applicable to a data controller in the Member State in which the 
data exporter is established; 

(f) 'technical and organisational security measures' means those measures aimed at protecting 
personal data against accidental or unlawful destruction or accidental loss, alteration, 
unauthorised disclosure or access, in particular where the processing involves the transmission 
of data over a network, and against all other unlawful forms of processing. 

Clause 2 

Details of the transfer 

The details of the transfer and in particular the special categories of personal data where applicable are 
specified in Appendix 1 which forms an integral part of the Clauses. 

 
5 Parties may reproduce definitions and meanings contained in Directive 95/46/EC within this Clause if 

they considered it better for the contract to stand alone. 



Exhibit E to the to the Cendyn Data Processing Agreement Page 3 of 8 

Clause 3 

Third-party beneficiary clause 

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 
5(a) to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as 
third-party beneficiary.  

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), 
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has 
factually disappeared or has ceased to exist in law unless any successor entity has assumed the 
entire legal obligations of the data exporter by contract or by operation of law, as a result of 
which it takes on the rights and obligations of the data exporter, in which case the data subject 
can enforce them against such entity.  

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), 
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and 
the data importer have factually disappeared or ceased to exist in law or have become 
insolvent, unless any successor entity has assumed the entire legal obligations of the data 
exporter by contract or by operation of law as a result of which it takes on the rights and 
obligations of the data exporter, in which case the data subject can enforce them against such 
entity. Such third-party liability of the subprocessor shall be limited to its own processing 
operations under the Clauses.  

4. The parties do not object to a data subject being represented by an association or other body 
if the data subject so expressly wishes and if permitted by national law.  

Clause 4 

Obligations of the data exporter 

The data exporter agrees and warrants:  

(a) that the processing, including the transfer itself, of the personal data has been and will 
continue to be carried out in accordance with the relevant provisions of the applicable data 
protection law (and, where applicable, has been notified to the relevant authorities of the 
Member State where the data exporter is established) and does not violate the relevant 
provisions of that State; 

(b) that it has instructed and throughout the duration of the personal data processing services 
will instruct the data importer to process the personal data transferred only on the data 
exporter's behalf and in accordance with the applicable data protection law and the Clauses; 

(c) that the data importer will provide sufficient guarantees in respect of the technical and 
organisational security measures specified in Appendix 2 to this contract; 

(d) that after assessment of the requirements of the applicable data protection law, the security 
measures are appropriate to protect personal data against accidental or unlawful destruction 
or accidental loss, alteration, unauthorised disclosure or access, in particular where the 
processing involves the transmission of data over a network, and against all other unlawful 
forms of processing, and that these measures ensure a level of security appropriate to the risks 
presented by the processing and the nature of the data to be protected having regard to the 
state of the art and the cost of their implementation; 



Exhibit E to the to the Cendyn Data Processing Agreement Page 4 of 8 

(e) that it will ensure compliance with the security measures; 

(f) that, if the transfer involves special categories of data, the data subject has been informed or 
will be informed before, or as soon as possible after, the transfer that its data could be 
transmitted to a third country not providing adequate protection within the meaning of 
Directive 95/46/EC; 

(g) to forward any notification received from the data importer or any subprocessor pursuant to 
Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter 
decides to continue the transfer or to lift the suspension; 

(h) to make available to the data subjects upon request a copy of the Clauses, with the exception 
of Appendix 2, and a summary description of the security measures, as well as a copy of any 
contract for subprocessing services which has to be made in accordance with the Clauses, 
unless the Clauses or the contract contain commercial information, in which case it may 
remove such commercial information; 

(i) that, in the event of subprocessing, the processing activity is carried out in accordance with 
Clause 11 by a subprocessor providing at least the same level of protection for the personal 
data and the rights of data subject as the data importer under the Clauses; and 

(j) that it will ensure compliance with Clause 4(a) to (i). 

Clause 5 

Obligations of the data importer6 

The data importer agrees and warrants: 

(a) to process the personal data only on behalf of the data exporter and in compliance with its 
instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it 
agrees to inform promptly the data exporter of its inability to comply, in which case the data 
exporter is entitled to suspend the transfer of data and/or terminate the contract; 

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling 
the instructions received from the data exporter and its obligations under the contract and 
that in the event of a change in this legislation which is likely to have a substantial adverse 
effect on the warranties and obligations provided by the Clauses, it will promptly notify the 
change to the data exporter as soon as it is aware, in which case the data exporter is entitled 
to suspend the transfer of data and/or terminate the contract; 

(c) that it has implemented the technical and organisational security measures specified in 
Appendix 2 before processing the personal data transferred; 

 
6 Mandatory requirements of the national legislation applicable to the data importer which do not go 

beyond what is necessary in a democratic society on the basis of one of the interests listed in 
Article 13(1) of Directive 95/46/EC, that is, if they constitute a necessary measure to safeguard national 
security, defence, public security, the prevention, investigation, detection and prosecution of criminal 
offences or of breaches of ethics for the regulated professions, an important economic or financial 
interest of the State or the protection of the data subject or the rights and freedoms of others, are not 
in contradiction with the standard contractual clauses. Some examples of such mandatory 
requirements which do not go beyond what is necessary in a democratic society are, inter alia, 
internationally recognised sanctions, tax-reporting requirements or anti-money-laundering reporting 
requirements. 
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(d) that it will promptly notify the data exporter about: 

(i) any legally binding request for disclosure of the personal data by a law enforcement 
authority unless otherwise prohibited, such as a prohibition under criminal law to 
preserve the confidentiality of a law enforcement investigation, 

(ii) any accidental or unauthorised access, and 

(iii) any request received directly from the data subjects without responding to that 
request, unless it has been otherwise authorised to do so; 

(e) to deal promptly and properly with all inquiries from the data exporter relating to its 
processing of the personal data subject to the transfer and to abide by the advice of the 
supervisory authority with regard to the processing of the data transferred; 

(f) at the request of the data exporter to submit its data processing facilities for audit of the 
processing activities covered by the Clauses which shall be carried out by the data exporter or 
an inspection body composed of independent members and in possession of the required 
professional qualifications bound by a duty of confidentiality, selected by the data exporter, 
where applicable, in agreement with the supervisory authority; 

(g) to make available to the data subject upon request a copy of the Clauses, or any existing 
contract for subprocessing, unless the Clauses or contract contain commercial information, 
in which case it may remove such commercial information, with the exception of Appendix 2 
which shall be replaced by a summary description of the security measures in those cases 
where the data subject is unable to obtain a copy from the data exporter; 

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained 
its prior written consent; 

(i) that the processing services by the subprocessor will be carried out in accordance with 
Clause 11; 

(j) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to 
the data exporter. 

Clause 6 

Liability 

1. The parties agree that any data subject, who has suffered damage as a result of any breach of 
the obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled 
to receive compensation from the data exporter for the damage suffered. 

2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 
against the data exporter, arising out of a breach by the data importer or his subprocessor of 
any of their obligations referred to in Clause 3 or in Clause 11, because the data exporter has 
factually disappeared or ceased to exist in law or has become insolvent, the data importer 
agrees that the data subject may issue a claim against the data importer as if it were the data 
exporter, unless any successor entity has assumed the entire legal obligations of the data 
exporter by contract of by operation of law, in which case the data subject can enforce its rights 
against such entity. 

The data importer may not rely on a breach by a subprocessor of its obligations in order to 
avoid its own liabilities. 



Exhibit E to the to the Cendyn Data Processing Agreement Page 6 of 8 

3. If a data subject is not able to bring a claim against the data exporter or the data importer 
referred to in paragraphs 1 and 2, arising out of a breach by the subprocessor of any of their 
obligations referred to in Clause 3 or in Clause 11 because both the data exporter and the data 
importer have factually disappeared or ceased to exist in law or have become insolvent, the 
subprocessor agrees that the data subject may issue a claim against the data subprocessor with 
regard to its own processing operations under the Clauses as if it were the data exporter or 
the data importer, unless any successor entity has assumed the entire legal obligations of the 
data exporter or data importer by contract or by operation of law, in which case the data subject 
can enforce its rights against such entity. The liability of the subprocessor shall be limited to 
its own processing operations under the Clauses. 

Clause 7 

Mediation and jurisdiction 

1. The data importer agrees that if the data subject invokes against it third-party beneficiary 
rights and/or claims compensation for damages under the Clauses, the data importer will 
accept the decision of the data subject: 

(a) to refer the dispute to mediation, by an independent person or, where applicable, by 
the supervisory authority; 

(b) to refer the dispute to the courts in the Member State in which the data exporter is 
established. 

2. The parties agree that the choice made by the data subject will not prejudice its substantive or 
procedural rights to seek remedies in accordance with other provisions of national or 
international law. 

Clause 8 

Cooperation with supervisory authorities 

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if 
it so requests or if such deposit is required under the applicable data protection law. 

2. The parties agree that the supervisory authority has the right to conduct an audit of the data 
importer, and of any subprocessor, which has the same scope and is subject to the same 
conditions as would apply to an audit of the data exporter under the applicable data 
protection law. 

3. The data importer shall promptly inform the data exporter about the existence of legislation 
applicable to it or any subprocessor preventing the conduct of an audit of the data importer, 
or any subprocessor, pursuant to paragraph 2. In such a case the data exporter shall be 
entitled to take the measures foreseen in Clause 5 (b). 

Clause 9 

Governing Law 

The Clauses shall be governed by the law of the Member State in which the data exporter is established. 
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Clause 10 

Variation of the contract 

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from 
adding clauses on business related issues where required as long as they do not contradict the 
Clause. 

Clause 11 

Subprocessing 

1. The data importer shall not subcontract any of its processing operations performed on behalf 
of the data exporter under the Clauses without the prior written consent of the data 
exporter. Where the data importer subcontracts its obligations under the Clauses, with the 
consent of the data exporter, it shall do so only by way of a written agreement with the 
subprocessor which imposes the same obligations on the subprocessor as are imposed on 
the data importer under the Clauses7. Where the subprocessor fails to fulfil its data 
protection obligations under such written agreement the data importer shall remain fully 
liable to the data exporter for the performance of the subprocessor's obligations under such 
agreement.  

2. The prior written contract between the data importer and the subprocessor shall also 
provide for a third-party beneficiary clause as laid down in Clause 3 for cases where the data 
subject is not able to bring the claim for compensation referred to in paragraph 1 of Clause 
6 against the data exporter or the data importer because they have factually disappeared or 
have ceased to exist in law or have become insolvent and no successor entity has assumed 
the entire legal obligations of the data exporter or data importer by contract or by operation of 
law. Such third-party liability of the subprocessor shall be limited to its own processing 
operations under the Clauses. 

3. The provisions relating to data protection aspects for subprocessing of the contract referred to 
in paragraph 1 shall be governed by the law of the Member State in which the data exporter is 
established. 

4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses 
and notified by the data importer pursuant to Clause 5 (j), which shall be updated at least once 
a year. The list shall be available to the data exporter's data protection supervisory authority.  

Clause 12 

Obligation after the termination of personal data processing services 

1. The parties agree that on the termination of the provision of data processing services, the 
data importer and the subprocessor shall, at the choice of the data exporter, return all the 
personal data transferred and the copies thereof to the data exporter or shall destroy all the 
personal data and certify to the data exporter that it has done so, unless legislation imposed 
upon the data importer prevents it from returning or destroying all or part of the personal 
data transferred. In that case, the data importer warrants that it will guarantee the 

 
7 This requirement may be satisfied by the subprocessor co-signing the contract entered into between 

the data exporter and the data importer under this Decision. 
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confidentiality of the personal data transferred and will not actively process the personal data 
transferred anymore. 

2. The data importer and the subprocessor warrant that upon request of the data exporter 
and/or of the supervisory authority, it will submit its data processing facilities for an audit of 
the measures referred to in paragraph 1. 
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Serbian Standard Contractual Clauses 
 

STANDARDNE UGOVORNE KLAUZULE 
 

UGOVORNE KLAUZULE 
 
 

Rukovalac 
 

Customer, as defined in the Agreement  
(naziv /ime i prezime) 

The Customer’s address included in the Agreement.  
(sedište/adresa) 

Matični broj: The registration number provided by the Customer to Cendyn (if any)  
Koga zastupa: The Customer’s signatory mentioned in the Agreement 

 
u daljem tekstu: Rukovalac, s jedne strane 

 
 
i 
 

Obrađivač 
 

Cendyn Group, LLC 
(naziv/ime i prezime) 

980 N. Federal Highway, 2nd Floor, Boca Raton, FL 33432, United States of America 
(sedište/adresa) 
Matični broj:N/A 

Koga zastupa: Cendyn’s signatory mentioned in the Agreement 
 

u daljem tekstu: Obrađivač, s druge strane 
 
(u daljem tekstu zajedno: ugovorne strane) 
 
sporazumeli su se o sledećem. 
 

Član 1. 
 

Ovim ugovorom reguliše se pravni odnos između ugovornih strana u vezi sa radnjama obrade 
podataka o ličnosti koje su Obrađivaču poverene od strane Rukovaoca. 
 
Predmet obrade, priroda i svrha obrade, vrste podataka o ličnosti i vrste lica na koja se odnose podaci 
koji se obrađuju definisani su u Prilogu 1. ovog ugovora, koji čini njegov sastavni deo. 
 
Za sve što nije uređeno ovim ugovorom, ugovorne strane su slobodne da samostalno urede, ukoliko 
isto nije u suprotnosti sa ovim ugovorom, odnosno ukoliko se time ne umanjuje zaštita podataka o 
ličnosti ili prava lica na koja se podaci odnose. 
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Član 2. 
 

Definicije: 
1) pojmovi „podatak o ličnosti“, „lice na koje se podaci odnose“, „obrada podataka“, 

„rukovalac“, „obrađivač“, kao i „povreda podataka o ličnosti“, imaju značenje utvrđeno 
Zakonom o zaštiti podataka o ličnosti („Sl. glasnik RS“, broj  87/2018); 

2) „podobrađivač“ je drugi obrađivač kome je obrađivač poverio vršenje određenih radnji 
obrade u ime rukovaoca; 

3) „mere zaštite“ podrazumevaju odgovarajuće tehničke, organizacione i kadrovske mere, koje 
imaju za cilj obezbeđivanje delotvorne primene načela zaštite podataka o ličnosti, kao i 
zaštite prava i sloboda lica na koja se podaci odnose; 

4) „Zakon“ podrazumeva Zakon o zaštiti podataka o ličnosti („Sl. glasnik RS“, broj 87/2018) sa 
podzakonskim aktima donetim u skladu sa tim zakonom; 

5) „važeći propisi“ podrazumevaju pozitivne propise Republike Srbije. 
 

Obaveze rukovaoca 
Član 3. 

 
Rukovalac je dužan da vrši obradu podataka o ličnosti u skladu sa Zakonom, kao i da primeni sve mere 
zaštite podataka i obezbedi ostvarivanje prava i sloboda lica na koja se podaci odnose. 
 
Rukovalac se obavezuje da će Obrađivaču izdavati uputstva u vezi sa obradom podataka o ličnosti u 
pisanom obliku, kao i da će ista biti jasna, precizna i u svemu u skladu sa važećim propisima. 
 

Obaveze obrađivača 
Član 4. 

 
Obrađivač je dužan da obrađuje podatke o ličnosti samo na osnovu pismenih uputstava Rukovaoca, 
uključujući i uputstvo u odnosu na prenošenje podataka o ličnosti u druge države ili međunarodne 
organizacije, osim ako je Obrađivač zakonom obavezan da obrađuje podatke. U tom slučaju, 
Obrađivač je dužan da obavesti Rukovaoca o toj zakonskoj obavezi pre započinjanja obrade, osim ako 
zakon zabranjuje dostavljanje tih informacija zbog potrebe zaštite važnog javnog interesa. 
 
Obrađivač je dužan da bez odlaganja upozori Rukovaoca ako smatra da pismeno uputstvo koje je od 
njega dobio nije u skladu sa Zakonom i/ili drugim važećim propisom, odnosno odredbama ovog 
ugovora, a u slučaju sumnje u pogledu svog delovanja u obavezi je da zatraži mišljenje Rukovaoca.  
 
Procedura i donošenje odluka o daljem postupanju u situacijama iz prethodnog stava ovog člana, kao 
i posledice u slučaju potencijalno nezakonitog uputstva, definisani su u Prilogu 2. ovog ugovora, koji 
čini njegov sastavni deo. 
 
Obrađivač je dužan da obezbedi da samo lica kojima je potreban pristup podacima o ličnosti kako bi 
se ispunile obaveze obrađivača prema rukovaocu imaju pristup tim podacima. 
 
Obrađivač je dužan da obezbedi da se fizičko lice koje je ovlašćeno da vrši radnje obrade podataka o 
ličnosti kod Obrađivača obavezalo na čuvanje poverljivosti podataka ili da to lice podleže zakonskoj 
obavezi čuvanja poverljivosti podataka.  
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Potreba da lica imaju pristup podacima o ličnosti biće revidirana sa vremena na vreme, te ukoliko se 
ustanovi da je za određeno lice prestala potreba da ima pristup tim podacima, istom će biti uskraćen 
pristup. 
 
Obrađivač je obavezan da pomaže Rukovaocu u ispunjavanju obaveza propisanih Zakonom.  
 
Obrađivač mora biti u mogućnosti da predoči Rukovaocu izvršenje svojih obaveza iz ovog ugovora. 
 
Ako Obrađivač povredi odredbe ovog ugovora, određujući svrhu i način obrade podatka o ličnosti, 
smatraće se Rukovaocem u odnosu na tu obradu. 
 
Obaveze Obrađivača iz ovog ugovora ne umanjuju njegove obaveze koje ima u skladu sa Zakonom ili 
drugim važećim propisima. 
 

Bezbednost obrade 
Član 5. 

 
Ugovorne strane su dužne da sprovode odgovarajuće mere zaštite kako bi bio dostignut odgovarajući 
nivo bezbednosti u odnosu na rizik, u skladu sa nivoom tehnoloških dostignuća i troškovima njihove 
primene, prirodom, obimom, okolnostima i svrhom obrade, kao i verovatnoćom nastupanja rizika i 
nivoom rizika za prava i slobode fizičkih lica.  
 
Ugovorne strane su dužne da zasebno izvrše procenu verovatnoće nastupanja rizika i nivo rizika za 
prava i slobode fizičkih lica, kao i da odrede odgovarajuće mere zaštite kako bi se umanjio procenjeni 
rizik, s tim da je Rukovalac dužan da Obrađivaču pruži sve informacije kako bi Obrađivač mogao da 
izvrši ovu svoju obavezu. 
 
Prema potrebi, mere zaštite iz ovog člana ugovora naročito obuhvataju:  
 
1) pseudonimizaciju i kriptozaštitu podataka o ličnosti;  
2) obezbeđivanje trajne poverljivosti, integriteta, raspoloživosti i otpornosti sistema i usluga obrade;  
3) obezbeđivanje uspostavljanja ponovne raspoloživosti i pristupa podacima o ličnosti u slučaju 
fizičkih ili tehničkih incidenata u najkraćem roku;  
4) sprovođenje redovnog testiranja, ocenjivanja i procenjivanja delotvornosti tehničkih, 
organizacionih i kadrovskih mera bezbednosti obrade.  
 
Prilikom procenjivanja odgovarajućeg nivoa bezbednosti iz stava 1. ovog člana posebno se uzimaju u 
obzir rizici obrade, a naročito rizici od slučajnog ili nezakonitog uništenja, gubitka, izmene, 
neovlašćenog otkrivanja ili pristupa podacima o ličnosti koji su preneseni, pohranjeni ili obrađivani 
na drugi način.  
 
Ukoliko se tokom obrade ustanovi da su potrebne dodatne mere zaštite u odnosu na već dogovorene, 
ugovorne strane će takve mere zaštite naknadno uneti u Prilog 3. ovog ugovora, koji čini njegov 
sastavni deo. 
 
Ugovorne strane su dužne da preduzmu mere u cilju obezbeđivanja da svako fizičko lice koje je 
ovlašćeno za pristup podacima o ličnosti od strane Rukovaoca ili Obrađivača, obrađuje te podatke 
samo po nalogu Rukovaoca ili ako je na to obavezano zakonom. 
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Nezavisno od prethodnih odredbi ovog ugovora, Obrađivač ima pravo da na zahtev suda ili drugog 
državnog organa u vršenju njihovih ovlašćenja propisanih važećim propisima, otkrije bilo koji podatak 
o ličnosti uz obavezu da o tome odmah obavesti Rukovaoca, kao i da se konsultuje sa Rukovaocem, 
u meri u kojoj je to moguće, o obimu i obliku odavanja podataka.  
 

Obaveštavanje o povredi podataka o ličnosti 
Član 6. 

 
Obrađivač je dužan da bez nepotrebnog odlaganja obavesti Rukovaoca o povredi podataka o ličnosti 
koja može da proizvede rizik po prava i slobode fizičkih lica, kao i da pomogne Rukovaocu u 
ispunjavanju njegovih obaveza predviđenih Zakonom. 
 
Obaveštenje iz stava 1. ovog člana mora da sadrži najmanje sledeće informacije:  
 
1) opis prirode povrede podataka o ličnosti, uključujući vrste podataka i približan broj lica na koja se 
podaci te vrste odnose, kao i približan broj podataka o ličnosti čija je bezbednost povređena;  
2) opis mogućih posledica povrede;  
3) opis mera koje je obrađivač preduzeo ili čije je preduzimanje predloženo u vezi sa povredom, 
uključujući i mere koje su preduzete u cilju umanjenja štetnih posledica. 
 
Obrađivač je dužan da u nastaloj situaciji, na zahtev Rukovaoca, pruži sve informacije, traženu 
dokumentaciju i potrebnu pomoć kako bi se otklonile ili smanjile moguće posledice povrede 
podataka o ličnosti. 
 
Ukoliko dođe do povrede podataka o ličnosti, Rukovalac može da privremeno obustavi prenos 
podataka Obrađivaču. 
 
Rok, sadržina i način obaveštavanja Rukovaoca o povredi podataka od strane Obrađivača definisani 
su u Prilogu 4. ovog ugovora, koji čini njegov sastavni deo. 
 
 

Procena uticaja na zaštitu podataka o ličnosti  
Član 7. 

 
Uzimajući u obzir prirodu obrade i informacije koje su mu dostupne, Obrađivač je dužan da pomaže 
Rukovaocu u ispunjavanju njegove obaveze koja se tiče procene uticaja predviđenih radnji obrade na 
zaštitu podataka o ličnosti i obaveze da zatraži mišljenje Poverenika za informacije od javnog značaja 
i zaštitu podataka o ličnosti pre započinjanja radnje obrade. 
 

Angažovanje podobrađivača 
Član 8. 

 
Obrađivač može da poveri obradu podobrađivaču samo ako ga Rukovalac za to ovlasti na osnovu 
opšteg ili posebnog pismenog ovlašćenja. Ako se poveravanje obrade vrši na osnovu opšteg 
ovlašćenja, Obrađivač je dužan da informiše Rukovaoca o nameravanom izboru podobrađivača, 
odnosno zameni podobrađivača, kako bi Rukovalac imao mogućnost da se izjasni o takvoj promeni. 
 
Rok u kome Rukovalac ima pravo da se izjasni o izboru, odnosno zameni podobrađivača, kao i spisak 
podobrađivača koji su odobreni od strane rukovaoca, bez obzira da li je Obrađivač ovlašćen da istima 
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poveri obradu na osnovu opšteg ili posebnog pismenog ovlašćenja Rukovaoca, definisani su u Prilogu 
5. ovog ugovora, koji čini njegov sastavni deo. 
 
Ako Obrađivač odredi podobrađivača za vršenje posebnih radnji obrade u ime Rukovaoca, dužan je 
da obezbedi da se iste obaveze zaštite podataka o ličnosti utvrđene ovim ugovorom primenjuju i na 
podobrađivača, na osnovu posebnog ugovora ili drugog pravno obavezujućeg akta, koji je zaključen, 
odnosno usvojen u pismenom obliku, što obuhvata i elektronski oblik, kojim se u odnosu između 
Obrađivača i podobrađivača utvrđuju dovoljne garancije za primenu odgovarajućih mera zaštite koje 
obezbeđuju da se obrada vrši u skladu sa Zakonom, važećim propisima i odredbama ovog ugovora.  
 
Obrađivač je dužan da u ugovor ili drugi pravno obavezujući akt koji zaključuje sa podobrađivačem, 
unese odredbu kojom se omogućava Rukovaocu da u slučaju prestanka postojanja Obrađivača, iz bilo 
kog razloga, ima pravo da zahteva od podobrađivača da uništi ili vrati podatke o ličnosti koji su 
predmet tog ugovora ili drugog pravno obavezujućeg akta. 
 
Ukoliko poverava obradu podobrađivaču, Obrađivač mora biti u mogućnosti da predoči da je 
podobrađivač angažovan u svemu u skladu sa odredbama ovog člana ugovora.  
 
Obrađivač je dužan da rukovaocu dostavi kopiju ugovora ili drugog pravno obavezujućeg akta koji je 
zaključen sa podobrađivačem odmah po zaključenju ugovora ili usvajanja drugog pravno 
obavezujućeg akta. Obrađivač ima pravo da Rukovaocu ne dostavi podatke iz ugovora ili drugog 
pravno obavezujućeg akta koji se ne tiču obrade podataka o ličnosti. 
 
Ako podobrađivač ne ispuni svoje obaveze u vezi sa zaštitom podataka o ličnosti, za ispunjenje 
obaveza podobrađivača Rukovaocu odgovara Obrađivač. 

 
Prava lica na koja se podaci odnose 

Član 9. 
 
Uzimajući u obzir prirodu obrade, Obrađivač je dužan da pomaže Rukovaocu, koliko je to moguće, u 
ispunjavanju obaveza Rukovaoca u odnosu na zahteve za ostvarivanje Zakonom predviđenih prava 
lica na koje se podaci odnose. 
 
Ukoliko lice na koje se podaci odnose podnese zahtev za ostvarivanje nekog prava propisanog 
važećim propisima Obrađivaču, a za čije je postupanje odgovoran Rukovalac, Obrađivač nije ovlašćen 
da postupa po takvom zahtevu lica, već je dužan da o tome odmah obavesti Rukovaoca i da mu 
prosledi takav zahtev, kao i da obavesti lice koje je podnelo zahtev da je isti prosleđen Rukovaocu. 
 
U slučaju prestanka postojanja Rukovaoca Obrađivač je dužan da postupa po zahtevima lica na koje 
se podaci odnose, osim ukoliko postoji pravni sledbenik Rukovaoca, koji preuzima prava i obaveze 
Rukovaoca iz ovog ugovora. 
 

Prenos podataka u druge države ili međunarodne organizacije 
Član 10. 

 
Prenos podataka o ličnosti u drugu državu, na deo njene teritorije, ili u jedan ili više sektora određenih 
delatnosti u toj državi, ili u međunarodnu organizaciju može da se vrši u svemu u skladu sa 
odredbama važećih propisa, uz obezbeđivanje adekvatnog nivoa zaštite podataka o ličnosti, 
ostvarivosti svih prava i delotvorne pravne zaštite licima na koje se podaci odnose. 
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Obrađivač može da prenosi podatke o ličnosti u drugu državu, na deo njene teritorije, ili u jedan ili 
više sektora određenih delatnosti u toj državi ili u međunarodnu organizaciju samo na osnovu 
pismenih uputstava Rukovaoca. 
 
Uputstva Rukovaoca za prenos podataka o ličnosti u drugu državu, na deo njene teritorije, ili u jedan 
ili više sektora određenih delatnosti u toj državi ili u međunarodnu organizaciju, kao i spisak zemalja 
u koje je odobren prenos podataka, ako je primenljivo, biće navedeni u Prilogu 6. ovog ugovora i 
predstavljaće njegov sastavni deo. 
 

Kontrola rada Obrađivača 
Član 11. 

 
Obrađivač je dužan da učini dostupnim rukovaocu sve informacije koje su neophodne za 
predočavanje ispunjenosti obaveza Obrađivača propisanih važećim propisima i ovim ugovorom, kao 
i informacije koje omogućavaju i doprinose kontroli rada Obrađivača, koju sprovodi Rukovalac ili 
drugo lice koje Rukovalac za to ovlasti.  
 
O nađenim propustima, Rukovalac je dužan da obavesti Obrađivača pisanim putem, što uključuje i 
elektronsku poštu, kao i da ostavi Obrađivaču primeren rok za njihovo otklanjanje. 
 
Dok Obrađivač ne otkloni nađene propuste u sprovođenju obaveza iz stava 1. ovog člana, Rukovalac 
može da obustavi prenos podataka Obrađivaču. 
 
Način vršenja kontrole poštovanja obaveza Obrađivača iz stava 1. ovog člana od strane Rukovaoca, 
ili lica ovlašćenog za to, kao i rok i način otklanjanja propusta od strane Obrađivača, opisan je u Prilogu 
7. ovog ugovora, koji čini njegov sastavni deo. 
 

Trajanje obrade 
Član 12. 

 
Ovaj ugovor počinje da se primenjuju počev od the date where Cendyn begins to Process Personal 
Data protected by Applicable Serbian Data Protection Laws under the Agreement (as defined in the 
DPA) i zaključuje se za period trajanja obrade I to the date where Cendyn stops Processing Personal 
Data protected by Applicable Serbian Data Protection Laws subject to the terms of the Agreement 
(as defined in the DPA) (na neodređeno vreme ili na određeni vremenski period). 

 
Obaveze Obrađivača posle okončanja ugovorenih radnji obrade 

Član 13. 
 

Posle okončanja ugovorenih radnji obrade, Obrađivač je dužan da, na osnovu odluke Rukovaoca, 
izbriše ili vrati Rukovaocu sve podatke o ličnosti i izbriše sve kopije ovih podataka, osim ako je 
zakonom propisana obaveza čuvanja podataka.  
 
Obrađivač mora biti u mogućnosti da predoči Rukovaocu ispunjenje svoje obaveze iz prethodnog 
stava ovog člana. 
 
Uslove raskida ugovora, otkazni rok, kao i posledice raskida i odgovornost u slučaju neispunjenja 
ugovorenih obaveza, ugovorne strane mogu utvrditi u Prilogu 8. koji je sastavni deo ovog ugovora. 
 

Merodavno pravo  
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Član 14. 
 
Standardne ugovorne klauzule se tumače i primenjuju u skladu sa propisima Republike Srbije.  
 

Rešavanje sporova 
Član 15. 

 
U slučaju spora, ugovorne strane su saglasne da će biti nadležan stvarno nadležan sud u Southern 
District of Florida, State of Florida, United States of America.  
 
(navesti ko će biti nadležan u slučaju spora- medijacija, arbitraža, stvarno nadležan sud u ......). 
 

Završna odredba 
Član 16 

 
Ovaj ugovor je sačinjen u __ istovetna/ih primerka/primeraka, po __ za svaku ugovornu stranu. 
 
 

Za Rukovaoca:  Za Obrađivača: 
 
 

  
 

 
(potpis i datum) 
 

  
(potpis i datum) 
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Prilog 1. 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati. 
 
 
Predmet obrade (navesti): 
The subject matter of the Processing of Personal Data pertains to the provision of the Services as 
detailed in the Agreement. 
 
 
Priroda i svrha obrade (navesti): 
The nature and purpose of the Processing of Personal Data is to provide the Services detailed in the 
Agreement. 
 
 
Vrste lica na koje se podaci odnose (navesti): 
The categories of Data Subjects to whom the Personal Data relates are: Customers of Customer 
(hotel guests), Customer’s leads. 
 
Vrste podataka o ličnosti (navesti):  

The categories of Personal Data to be Processed include: 

Customers of Customer (hotel guests): 

• Biographical information, including but not limited to first name, last name, 
gender. 

• Identifiers, including but not limited to Customer ID, Source Guest ID. 
• Contact information, including but not limited to: reservation email and email 

status, home phone, address line, mobile phone, work phone, work extension, 
home phone, fax. 

• Accomodation information, including but not limited to company, property, 
number of stays, total nights, days since last stay, feedback provided 

• Financial information, including lifetime spend. 
• Other information, including but not limited to photograph, and language. 
• Inferred information, including but not limited to information used to create a 

segment. 

Customer employees’ 

• Biographical information, including but not limited to first name, last name, gender. 
• Contact information, including but not limited to: company, work email address, work 

phone, work extension, fax. 
 
 
Posebne vrste podataka o ličnosti (navesti ukoliko je primenljivo): 
N/A 
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Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 
Prilog 2. 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati. 

Procedura,donošenje odluka o daljem postupanju u situacijama kada Obrađivač smatra da pismeno 
uputstvo koje je dobio od Rukovaoca nije u skladu sa važećim propisima i/ili Zakonom i/ili odredbama 
Standardnih ugovornih klauzula i posledice u slučaju nezakonitong uputstva (opisati): 

Cendyn shall Process Personal Data other than on Customer’s relevant documented instructions 
(including with regard to international transfers of Personal Data), unless such Processing is 
required by Applicable Data Protection Laws to which the relevant Personal Data Recipient is 
subject, in which case Cendyn shall, to the extent permitted by Applicable Data Protection Laws, 
inform Customer of that legal requirement before the respective act of Processing of that Personal 
Data by immediately contacting the contact person indicated by the Customer. 

 
 
 

Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 
 
Prilog 3. 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati. 
 
Opis mera zaštite: 
 

1) tehničke mere: 
 
A description of technical and organizational security measures is available in Exhibit D of the DPA. 

2) organizacione mere: 

A description of technical and organizational security measures is available in Exhibit D of the DPA. 

3) kadrovske mere: 
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A description of technical and organizational security measures is available in Exhibit D of the DPA. 

 
Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 
 
Naknadno unete mere zaštite  
 
Opis mera zaštite: 
 

1) tehničke mere: 
 

A description of technical and organizational security measures is available in Exhibit D of the DPA. 

2) organizacione mere: 

A description of technical and organizational security measures is available in Exhibit D of the DPA. 

3) kadrovske mere: 

A description of technical and organizational security measures is available in Exhibit D of the DPA. 

 
 

Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 
Prilog 4. 
 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati. 

Rok u kome je Obrađivač dužan da obavesti Rukovaoca o povredi podataka iznosi 24 (twenty-four) 
hours of discovering the Breach of Personal Data Breach of Personal Processed by Cendyn or its 
sub-Processors. 

Sadržina i način obaveštavanja Rukovaoca o povredi podataka od strane Obrađivača na osnovu 
Standardnih ugovornih klauzula (opisati): 
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As detailed under 6.1 of the DPA. 
 

 
Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 

Prilog 5. 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati ukoliko je obrada 
poverena podobrađivačima. 
 
Ako se obrada vrši na osnovu opšteg ovlašćenja, rok u kome rukovalac ima pravo da se izjasni o 
izboru, odnosno zameni nameravanog podobrađivača iznosi the period specified under Section 3 (m) 
of the DPA. 
 
U slučaju da rukovalac ne odgovori u predviđenom roku, smatraće se da je N/A 
 
 
Spisak odobrenih podobrađivača: 
 

1) N/A 
 
 
 

Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 
 

 
Prilog 6. 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati, ukoliko se podaci 
o ličnosti iznose iz Republike Srbije. Ukoliko se podaci ne iznose iz Republike Srbije, ovaj prilog nije 
obavezan deo ugovora. 
 
Uputstva Rukovaoca za prenos podataka o ličnosti u drugu državu, na deo njene teritorije, ili u jedan 
ili više sektora određenih delatnosti u toj državi ili u međunarodnu organizaciju: 

Customer authorizes Cendyn to transfer Personal Data to third countries providing that the 
transfers are conducted in accordance with the provisions of the DPA.  
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Spisak zemalja u koje je odobren prenos podataka: 
 

1) The countries where Cendyn and its sub-Processors carry out their Processing operations, 
including but not limited to the United States of America. 

 
 
 
 
 

Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 
 
Prilog 7. 
 
Ovaj prilog je sastavni deo ugovora. Ugovorne strane ga moraju ispuniti i potpisati. 

 
Način vršenja kontrole poštovanja obaveza Obrađivača od strane Rukovaoca: 

The procedure specified under Section 7 of the DPA.  

 
 
 

Za Rukovaoca:  Za Obrađivača: 
 
 
 

  

 
(potpis i datum) 
 

  
(potpis i datum) 

 
 

 
 


